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AI Acceptable-Use Policy
Template for real estate firms
Notes on using this template
This template is a starting point for property management companies, owners, and operators. Replace each highlighted field with your company's details and remove any clause that does not apply to your business.
Complete the approved tools list in Table 1 before the policy is issued. A policy without that list leaves staff to decide for themselves which tools are safe.
Your legal counsel should review the final version, including any state privacy, consumer protection, or fair housing requirements that apply to you. Once the policy is final, train every employee on it and keep a signed acknowledgement from Appendix A on file.
Delete this page before the policy is issued.

About this template
This template is provided by Blue Brick Partners as a free resource. It is not legal advice, and using it does not create a client relationship with Blue Brick Partners. Contracted clients receive a complete AI Governance Handbook tailored to their company. Your counsel should review the final version.


[Company Name]
AI Acceptable-Use Policy
	Policy owner
	[Name, Title]

	Approved by
	[Name, Title]

	Effective date
	[Month Day, Year]

	Version
	[1.0]

	Next review
	[Month Year]


1.  PURPOSE AND SCOPE
1.1	This policy sets the rules for using artificial intelligence ("AI") tools for work at [Company Name] (the "Company"). Its purpose is to protect resident, applicant, owner, and Company information, keep people accountable for work issued under the Company's name, and give staff a clear answer on what is allowed.
1.2	This policy applies to all employees, contractors, and others performing work for the Company, whether they use Company devices or personal ones.
1.3	This policy covers general AI assistants, AI features built into software the Company already uses (including property management, accounting, leasing, and email systems), and AI agents. An AI agent is a tool that can take actions on its own, such as sending messages, updating records, or making changes in other systems.
2.  APPROVED TOOLS AND ACCOUNTS
2.1	Only the tools listed in Table 1 may be used for Company work, and only through a Company account with the vendor's business or enterprise data terms in place.
2.2	Personal AI accounts must not be used for Company work.
2.3	[Name, Title] approves new tools and maintains Table 1. Requests for a new tool are made with the form in Appendix B. A tool is approved only once it appears in Table 1.
Table 1. Approved AI tools
	Tool
	Approved uses
	Highest data level
	Account
	Approved on

	[Tool name and plan]
	[e.g. drafting resident emails, summarizing reports]
	[Internal]
	[Company account]
	[MM/DD/YYYY]

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


3.  DATA CLASSIFICATION
3.1	All Company information falls into one of the three levels in Table 2. Where more than one level could apply, the most restrictive level governs.
Table 2. Data levels
	Level
	Examples
	Where it may be used

	Public
	Published listings, marketing copy, public market data, and information already on the Company website.
	Any approved tool.

	Internal
	Procedures, training materials, general reports, and unit or property details that do not identify a person.
	Approved tools, through Company accounts only.

	Restricted
	Social Security numbers, bank and payment details, background and credit reports, rental applications, personal information about residents and applicants, owner financials, and anything covered by a confidentiality agreement.
	No AI tool, unless that tool is approved in writing for that data in Table 1.



3.2	Staff who are unsure which level applies must treat the information as Restricted and ask [Name, Title] before using it with an AI tool.
4.  HUMAN REVIEW AND DECISIONS
4.1	A person must review any content drafted with AI before it is sent to a resident, applicant, owner, lender, vendor, or anyone else outside the Company.
4.2	Decisions on rental applications, lease terms, payments, collections, and any matter with fair housing implications are made by a person, who is accountable for the outcome.
4.3	Staff must check AI output for accuracy before relying on it, because AI tools can produce incorrect figures, citations, and statements.
5.  FAIR HOUSING AND ADVERTISING
5.1	Listings, advertisements, and resident communications prepared with AI receive the same fair housing review as any other content.
5.2	AI must not be used to target, include, or exclude any person in advertising or leasing on the basis of a protected characteristic.
5.3	The Company is responsible for its content whether a person wrote it or a tool produced it.
6.  CREDENTIALS AND AI AGENTS
6.1	Staff must never give an AI tool their passwords, login credentials, or multi-factor codes.
6.2	An AI agent acting on the Company's behalf must have its own access, approved in writing and limited to the systems and actions it requires.
6.3	Agent access is subject to the same controls, logging, and offboarding the Company applies to employees, and it is removed when it is no longer needed.
7.  TRAINING AND ACKNOWLEDGEMENT
7.1	Each employee must complete training on this policy and sign the acknowledgement in Appendix A before using AI for Company work.
7.2	Training uses examples from each role's actual work, such as leasing, maintenance, accounting, and asset management.
7.3	Employees complete refresher training whenever this policy changes, and at least [annually].
8.  OWNERSHIP, INCIDENTS, AND REVIEW
8.1	[Name, Title] owns this policy and answers questions about it.
8.2	Staff must report any mistake promptly to [name, email, or channel]. Examples include Restricted information entered into an unapproved tool and AI output sent without review. Prompt reporting is expected because it limits the harm.
8.3	Violations of this policy may result in loss of tool access and other disciplinary action under Company policy.
8.4	This policy is reviewed at least twice a year, and sooner when tools, vendor terms, or laws change.


APPENDIX A.  EMPLOYEE ACKNOWLEDGEMENT
I have read the [Company Name] AI Acceptable-Use Policy, completed the required training, and agree to follow the policy. I understand that I am responsible for reviewing AI output before it is used and for keeping Restricted information out of unapproved tools.
Name  	
Title and department  	
Signature  	
Date  	
APPENDIX B.  NEW AI TOOL REQUEST
	Question
	Response

	Tool name and vendor
	[e.g. tool name, vendor, and plan]

	Who will use it, and for what work
	[e.g. leasing team, drafting follow-up emails to prospects]

	Highest data level it will handle
	[Public, Internal, or Restricted]

	Vendor data terms (training on Company data, retention)
	

	Whether it can act on its own in other systems, and which ones
	

	Requested by and date
	

	Decision, approved by, and date
	


REVISION HISTORY
	Version
	Date
	Changes

	[1.0]
	[Month Day, Year]
	Policy issued.

	[1.1]
	[Month Day, Year]
	[e.g. Added a tool to Table 1]
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